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Manager Guidance
Access to Social Networking Sites
All Council employees now have access to social networking sites available on the internet.  This guidance applies to all Council employees and is considered from both the perspective of employees accessing the sites in their breaks as recreation or as Council Officers representing or acting on behalf of the Council. 

This guidance should be read in conjunction with the following policies and procedures available on the Enfield Eye:

· Information Security Policy This is a comprehensive document detailing the standards expected of all staff in protecting information in whatever form it takes, although it is particularly concerned with information held within, or accessible via, computer systems.
· Employee Code of Conduct

· Email, Internet and Social Networking Usage Policy and Procedures
(with the exception of section 3, Use of Social Networking Sites which will be updated to reflect the Council’s revised decision to  allow access to social networking sites).
Employees must not:

· use the Council’s logo, official or otherwise, without the specific written consent of the Director of the department

· disclose any information that is confidential to the Council or any third party or disclose personal data or information about any individual/colleague/service user, which could be in breach of the Data Protection Act or Information Security requirements

· disclose any information, which is not yet in the public arena

· post illegal material, e.g. images of child abuse or material which incites racial hatred

· link their own blogs/personal web pages to the Council’s website

· include any information, sourced from the Council, which breaches copyright

· make defamatory remarks about the Council, colleagues or service users

· publish any material or comment that could undermine public confidence in you as an employee/Officer of the Council and/or in position of trust within the community 

· and/or misrepresent the Council, by posting false or inaccurate statements about the work of the Council.

Use of internet and social networking sites for recreation
Users may not use the Council’s Internet facilities for personal purposes except with the express permission of their manager.  Employees may not access any obscene or pornographic sites, and may not access or use information that would be considered as harassment. Council facilities must not be used in an unlawful way.

Provided that management approval is obtained, personal use of the Internet is permitted subject to the following:

· employees do not use the internet for personal use during their working hours
· the Internet is not used to access offensive or illegal material, such as material containing homophobic, sexist or racist terminology or nudity; 
· the Internet is not used to access obscene or pornographic sites;
· employees do not enter into any contracts or commitments in the name of or on behalf of the Council; 
· employees do not arrange for any goods ordered on the Internet to be delivered to the Council address or order them in the Council's name. 
If disparaging comments are made on social networking sites about either the Council or third parties, an officer could be exposing him or herself to being sued for defamation by either the Council or the third parties, or both, depending upon the circumstances.  Inappropriate use will also be considered under the Council’s Employee Code of Conduct and other relevant Principle and Policies and may lead to further action, for example under the Council’s Principles of Misconduct.

Council employees should also be mindful that in certain circumstances, their use of social network sites outside work could also lead to disciplinary proceedings or harassment claims where it is considered there is a deliberate attempt to harass or make inappropriate comments about a colleague or comments are made that damage the reputation of the Council, its partners or service users.  
Employees should be aware that use of social networking sites may be considered not to be private when using the Council’s IT systems.  When accessing such sites during working hours or using Council equipment usage must be appropriate regardless of whether employees are talking about the Council or not.

Use of sites for business purposes
It is recommended that the use of the Internet and social network sites for business is restricted to appropriate use within the strict guidance contained in this document and related policies and procedures referred to in this document. 

As detailed in the previous section Inappropriate use could expose the officer to legal action as well as consideration and potential action under the Council’s Employee Code of Conduct and Principles of Misconduct and other relevant policies and principles.  Managers should also be aware that the Council can be considered to be vicariously liable for an employee’s blog, for example, where material is posted on another person’s Facebook profile about that person or a third party, especially if done during the course of employment. The Council could face an action for defamation if an employee published a defamatory statement about a third party on Council equipment in Council time.  

The following points should be considered at all times: 

1. Council employees are personally responsible for the content they publish on-line, whether in a blog, social networking site or any other form of user-generated media. They should be mindful of what they publish and protect their privacy. 

2. Employees should identify him/herself with name and, when relevant, role at the Council when discussing Council or Council-related matters, such as services. 
3. However employees must also make it clear that they are speaking for themselves and not on behalf of the Council.  

4. A disclaimer may be appropriate  “The postings on this site are my own and don’t necessarily represent the views of Enfield Council.” 

5. Employees should be mindful not to breach copyright laws or to breach confidentiality of Council business. 

6. Council employees should not use Council logos or branding or quote others in the Council without permission. 

Monitoring of Internet Access at Work (including Social Networking Sites)
The Council reserves the right to monitor employees' Internet usage.  The Council considers the following to be valid reasons for checking an employee's Internet usage:

· If the Council suspects that the employee has been viewing offensive or illegal material, such as material containing racist terminology or nudity (although the Council understands that it is possible for employees inadvertently to view such material and they will have the opportunity to explain if this is the case);
· If the Council suspects that the employee has been viewing obscene or pornographic sites;
· If the Council suspects that the employee has been spending an excessive amount of time viewing websites that are not work related.
· If the Council suspects that the employee has posted offensive or inappropriate comments or information that may undermine public confidence or damage the reputation of the Council or its partners.
This list is not exhaustive

