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1
Introduction
1.1 The government has established a network for use by all public sector organisations to share information.   This network is known as the Public Sector Network (PSN).


1.2 In order to access the PSN, the government has set out a number of controls which need to be applied to ensure that this data is accessed by appropriate individuals.


1.3 All employees who use PSN data, services or email must have completed a security check known as the Baseline Personnel Security Standard (BPSS).


1.4 The purpose of this policy is to set out the requirements of the BPSS, how these will be conducted by the council and the implications of any unsatisfactory checks.  

2
Scope 
2.1 This policy applies to all employees except those employed in schools under the control of Governing Bodies, for whom procedures adopted by the Governing Body will apply.  


2.2 Employees are as defined in section 230 of the Employment Rights Act 1996 or any substituting or amending legislation.

2.3 Agency workers, who need to use PSN data, services or email, will be required to have had a BPSS check completed before commencing any engagement by the Council.  It will be the agency’s responsibility to ensure that the check is carried out and to notify the council if the check is incomplete or if there is any cause for doubt or concern. The requirement for agencies to comply with this requirement forms part of the contract which the council has with Comensura, the neutral vendor that supplies agency workers to the council.  The council can monitor compliance of the agencies through the six-monthly audits which Comensura produces and reports on.

2.4 Consultants, working under a contract for services, who have not been supplied via Comensura will be required to have had a BPSS check completed before commencing any engagement with the Council.  The line manager must ensure that this check has been completed by their agency or, if they are self-employed, that they provide the council with evidence to satisfy the four elements of the BPSS check set out at section 4 (including a basic disclosure from DBS Scotland) before any engagement begins.

2.5 For contractors, providing a service to the council, it is essential that BPSS checks are carried out.  The contracting company is responsible for conducting the checks and for demonstrating that these have been completed satisfactorily.  The council may choose to audit the organisation for compliance purposes and will address any instances where there appear to be inadequacies in the completion of the BPSS checks.
3
Who is subject to checking?

3.1 Checks will be made on existing staff and on prospective employees whose post requires access to PSN data services or email.  These posts will be identified by HR / IT.  The job description / employee specification for these posts will be amended to specify that access to the PSN is a necessary part of the role and the postholder is therefore required to undergo a BPSS check.  This information will be included in the recruitment pack for employees.
Existing Staff

3.2 All existing staff, including those working under a contract for services, who are currently GCSX users and have an ongoing need to use PSN data, services or email need to have had a BPSS check carried out (see section 4).


3.3 If the BPSS checks have already been verified for existing staff, these do not need to be conducted again.


3.4 Where it becomes apparent that existing staff have a need to use PSN data, services or email then a BPSS check will need to be conducted before they can access the PSN. 

3.5 In order to satisfy the ‘Verification of Criminal Record’ elements of the BPSS check, a basic disclosure will need to be obtained from DBS Scotland. The cost of obtaining this basic disclosure from Disclosure Scotland (in order to verify the unspent convictions of the employee) will be met by the council.

Prospective Employees

3.6 All prospective employees, whose post requires that they will be a user of PSN data, services or email, must have a BPSS check carried out before they commence employment with the council.

3.7 Employees will be notified in the recruitment pack for the post, as set out in paragraph 3.1 above, that a BPSS check is required for the post.  They will be expected to provide a basic disclosure from DBS Scotland once they have received a conditional job offer from the council. This will be at their own expense.


4
The four elements of the BPSS Checks

4.1 The BPSS check requires that the council has verified the following four elements in relation to any employee who will use PSN data, services or email: 

1 - Identity

4.2 Verification of identity is essential before any individual can begin employment or, in the case of an existing employee, be provided with access to the PSN.

4.3 Identity can be verified by checking a range of appropriate documentation e.g. passport or other photo ID.  Where necessary (ie if all information is not available or any of it is in doubt), these should be cross referenced with additional documentation.  In all cases the person’s photograph, full name, date of birth, permanent address and signature must be verified. A list of useful identifying documents is attached at Appendix A. The Right to Work Policy (paragraph 4.11) provides further advice on the process of checking and considering documents in this regard.

4.4 The council currently carries out these checks as part of the pre-employment process under its Recruitment and Selection Policy and Right to Work in the UK Policy.  The information obtained through these checks will be used to satisfy the ‘identity’ element of the BPSS check.

2 - Nationality and Immigration Status.

4.5 Nationality and immigration status must be verified by physically checking appropriate documentation to ensure that an employee or prospective employee has the right to work in the UK.


4.6 The Council’s existing process for establishing an individual’s right to work in the UK is set out in its Recruitment and Selection Policy and the Right to Work in the UK Policy. 


4.7 The information obtained through these checks will be used to satisfy the ‘Nationality and Immigration Status’ element of the BPSS check. 
Check 3 - Employment history 

4.8 Under the BPSS check, the council must verify employment history (for a minimum of 3 years) by checking with previous employers and / or following up references and any gaps in employment. 

4.9 The council’s recruitment process requires all candidates to provide a full employment history and to list any periods of unemployment giving the reason for that unemployment.

4.10 The council’s Recruitment and Selection Policy provides that employment references must be taken up for the two most recent employments. 


4.11 Where these existing council processes (on gaps in employment and references) are insufficient to meet the BPSS check (for example there is unsatisfactory information to explain a gap in employment or the two most recent employment references do not cover at least 3 years’ employment history) further checks will be made using the form at Appendix B.  The candidate’s prior written permission must be obtained before referees / other agencies (eg HMRC for periods of self employment) are approached to verify employment history. 


4.12 In some cases, where the prospective / existing employee has recently completed a course of study, it may be necessary to obtain a reference from their academic institution to verify the gap in employment.


4.13 For existing employees, who have less than 3 years’ service with the council, it will be necessary to ensure that their employment history can be verified for the previous 3 years.  Any employment references obtained, at the time of their appointment, will serve to satisfy this check.  Should there be cases where the employee’s employment / academic history cannot be verified for the past three years, it will be necessary to establish this for the purpose of the BPSS check. 

Check 4 - Verification of Criminal Record

4.14 The council must verify whether any individual, who is required to use PSN data, services or email has any unspent convictions.


4.15 Prospective employees are asked to declare whether or not they have any unspent convictions on their application form.  However the BPSS provides that self declaration is not sufficient and therefore applicants will be required to provide the council with a basic disclosure check from DBS Scotland before a final job offer can be made.  

4.16 Any existing employee, who is required to use PSN data, services or email, must have had a basic disclosure check completed to satisfy this element of the BPSS check. Where a CRB or DBS basic disclosure has previously been obtained, it is not necessary for this to be repeated and the verification of criminal records element will be satisfied.  However, for any user who has not had a check on unspent convictions made, the council will seek a basic disclosure from DBS Scotland. The cost of the DBS check will be borne by the council.

4.17 Further information regarding unspent convictions, for job applicants, is contained in the council’s Employment of Ex-Offenders Policy.

Where an unspent conviction is identified
Applicants

4.18 If an applicant has not declared an unspent conviction but the information on the basic disclosure contradicts this, further investigation will need to be carried out in line with the Employment of Ex-Offenders Policy.  Essentially this requires that a discussion is held with the applicant to clarify the discrepancy.  The applicant must be given the opportunity to explain the situation before any decision is made.  

4.19 The Employment of Ex-Offenders Policy makes clear that a failure to declare an unspent conviction may disqualify applicants from appointment or result in summary dismissal if the discrepancy comes to light.

Existing Employees

4.20 If it transpires that an existing employee has an unspent conviction, the employee’s access to the PSN will be temporarily suspended.


4.21 The line manager (in consultation with HR and IT) must to conduct a risk assessment of the employee’s position.

4.22 The Cabinet Office Guidance
 provides that the following should be taken into account, when considering what effect an unspent conviction has on an employee’s access to the PSN:

· Whether the offence would cast doubt on the individual’s or organisation’s reputation

· Whether the offence would affect an individual’s ability to do the job

· Whether the conviction is relevant to the particular post (eg a fraud related conviction might be relevant to a finance post but may not be a problem in other posts)

· The length of time since the offence occurred

· The nature and background of the offence (eg violent crime or a history or violence which may impact on an organisation’s duty of care to its staff)

· The seriousness of the offence

· Whether there is a pattern of offences


4.23 Where the outcome of the risk assessment is that there is no risk involved in the employee continuing to have access to the PSN, no further action will be taken and the employee’s access to the PSN will be restored.

4.24 Where the outcome of the risk assessment is that there are concerns about the employee continuing to have access to the PSN, the case will need to be reviewed in accordance with section 5 below. 

5
Approving or refusing the BPSS

5.1 Information gathered from the four checks will be reviewed by the HR Manager for the service area concerned.  

5.2 Where any data received requires further investigation the HR manager will take steps to clarify any areas of doubt / concern. The HR manager will then determine, in conjunction with IT and the line manager where necessary, whether the individual has satisfied the BPSS check.


5.3 The BPSS check can be approved, if the HR manager is satisfied that:

· The necessary identity documents have been produced and verified

· The appropriate references have been obtained and there is nothing to suggest reservations about the individual’s suitability for employment on sensitive government work

· The individual’s nationality and immigration status allows them to undertake the employment in question

· The individual has supplied an open criminal record declaration, showing unspent convictions

· There is no other information that casts doubt on the individual’s suitability for access to sensitive government assets.


5.4 The BPSS Verification Record Form, at appendix C will be completed and placed in the employee’s personal record. 


5.5 Where the HR manager continues to have concerns or doubts about the individual’s suitability for access to sensitive government assets via the PSN, including if an unspent conviction has been disclosed on the DBS Scotland check, they must forward a copy of all documentation to the Assistant Director, Transformation and HR who will determine whether or not the individual can be allowed access to the PSN.  


5.6 Where the AD Transformation and HR’s decision is that the applicant / employee has not satisfied the BPSS check, and cannot be allowed access to the PSN, it will be necessary to consider the contractual position with the council. 


5.7 For prospective employees the conditional job offer will be withdrawn if the job cannot be performed without access to the PSN.  


5.8 For existing employees, their access to the PSN will continue to be suspended.   


5.9 The employee will be invited to a meeting to discuss the situation.  The employee has the right to be accompanied by their trade union official or a work colleague at this meeting.


5.10 The purpose of the meeting (at para 4.24) will be to consider what alternatives are available for the employee’s continued employment for example whether it may be possible to reassign some of the employee’s duties so that they do not need to access the PSN or whether there are redeployment opportunities available. 


5.11 Where it is not possible to accommodate the employee in another role within the organisation it will be necessary to consider termination of the employee’s contract of employment. 


5.12 The HR manager will determine the appropriate procedure under which any action should be taken.  In all cases a fair process must be followed, following an investigation of the facts, in which the employee is: provided with the opportunity to explain their case, given the right to be accompanied at any formal meetings, offered the opportunity to put their case to the person that is making the decision about their continued employment and offered the right of appeal against any sanction imposed. 
6 
Record Keeping
6.1
The Verification Record will be kept on the employee’s personal record. Any supporting documents, gathered for the purpose of completed the check, will be destroyed in line with the Recruitment and Selection policy.

7
Monitoring

7.1 The council will not conduct subsequent checks on employees whose BPSS has already been verified.


7.2 The council may audit contracting organisations to ensure that they are complying with the requirements regarding contractors working at the council.


7.3 The council will check, via the ongoing 6 monthly audit, that agencies supplying workers to the council are conducting the BPSS checks,

Appendix A

BPSS Identity Check - List of Useful Identifying Documents

· Current signed full passport, travel document National ID Card and/or other documentation relating to immigration status and permission to work 

· Current UK photocard driving licence

· Current full UK driving licence (old version)

· Current evidence of entitlement to DWP benefits (eg universal credit)

· Building industry sub-contractor’s certificate issued by HMRC

· Recent HMRC tax notification

· Current firearms certificate

· Birth certificate (long version only)

· Adoption certificate

· Marriage certificate

· Divorce, dissolution or annulment papers

· Civil partnership certificate

· Citizencard

· Gender recognition certificate

· Police registration document

· HM Forces identity card

· Proof of residence from a financial institution

· Record of an official home visit

· Confirmation from a electoral register search that a person of that name lives at that address

· Recent original utility bill or certificate from a utility company confirming the arrangement to pay for the services at a fixed address on prepayment terms

· Local authority tax bill (valid for current year)

· Bank, building society or credit union statement or passbook containing current address

· Recent original mortgage statement from a recognised lender

· Current local council tenancy agreement

· Court order
Documents in italics should be recent (at least one should be within the last six months unless there is good reason why not) and should contain the name and address of the registrant.
Appendix B

Baseline Personnel Security Standard
Employment History Report Letter and Form

Dear [name of previous employer being sent to]

Re: [name of employee information being sought about]

You may be aware that we are required to verify employment history to help confirm the reliability of people who have access to the government assets.  The person named above is [an employee of / has applied for employment] with the London Borough of Hounslow and comes within the terms of this procedure.

S/he has given us your name as a previous employer.  It would be appreciated if you would be good enough to let us have confirmation, with dates, of their employment with you by completing the attached Report Form and returning to us by no later than [insert date].  Your reply will be treated in the strictest confidence.

Yours sincerely

HR Adviser

Job Title

Appendix B ctd
Baseline Personnel Security Standard

Employment History Form
	Name of individual

	     


	Please confirm the dates on which the person named above was employed by you



	From:      

	To:     


	In what capacity was the person named above employed by you?

     


	Are you related to the person named above?

	Yes  FORMCHECKBOX 

	No  FORMCHECKBOX 


	If yes, please state the nature of your relationship
	     


	Your details

	Name
	     

	Job Title
	     

	Contact details
	     


Appendix C

Baseline Personnel Security Standard – Verification Record

	1 Employee / Applicant Details

	Name
	     

	Address
	     

	Date of Birth
	     


	2 Identity Check

	Document Checked
	Date of Issue

	
	

	
	


	3 Employment History Check

	Referee Name
	     

	Referee Relationship 

(e.g. former employer, HMRC)
	     

	Confirmation of 3 year history / gaps explained
	Yes  FORMCHECKBOX 

No    FORMCHECKBOX 



	4 Immigration / Nationality Check 

	Right to work in UK established
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 



	5 Verification of Criminal Record Check

	Unspent convictions declared and checked against DBS basic disclosure
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 


	Any discrepancy in evidence produced
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 



	Certification

	I certify that, in accordance with the requirements of the Baseline Personnel Security Standard:

· I have examined the documents listed at 2 above and have satisfactorily established the identity of the above named employee / applicant

· I have obtained the references and information listed at 3, 4 and 5 above and confirm that these satisfy the requirements.



	Name
	     

	Job Title
	     

	Date
	     


Issued by HR Policy & Information Team


Effective from 1 October 2014 
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� HMG Baseline Personnel Security Standard: guidance on the pre-employment screening of civil servants, members of the armed forces, temporary staff and government contracts version 3.3 October 2013, Cabinet Office





