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CLICK HERE FOR A SIMPLE OVERVIEW OF THE PROCESS FOR WRITTEN REQUESTS FOR INFORMATION  

CLICK HERE FOR A SIMPLE OVERVIEW OF THE PROCESS FOR TELEPHONE  REQUESTS FOR INFORMATION  

CLICK HERE FOR FAQs ABOUT HR INFORMATION

CLICK HERE FOR QUICK REFERENCE TO KEY ELEMENTS OF THE POLICY 
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Summary

The Council has a responsibility to monitor, record and provide government departments and other statutory bodies with statistical employment information, as well as information about individual employees.   This policy sets out:

· how the Council will use the information collected to monitor the effectiveness of employment policies in relation to statutory codes of practice concerned with the elimination of discrimination in employment;
· how we will maintain HR information so that we can provide information about our employees in response to government and other surveys;
· how managers must deal with requests from external agencies to provide personal information about individual employees, 
The Data Protection Act 1998 (DPA 1998)

The Data Protection Act 1998 (DPA1998 )sets out the statutory requirements for handling personal information relating to Council employees and service users  .  
Click here for the Council’s policies and guidance on the Data Protection Act .
All employees must comply with the principles of the DPA 1998 in the course of their duties on behalf of the Council.  The key points are that:

·  disclosure of employee information may only be made with the written consent of the individual employee, or in accordance with specified reasons.

· The Data Protection Act gives individuals the right to access information that is held about them (on computer or paper based records).  These written requests are known as Subject Access Requests.
· External organisations such as the Police may also make personal data requests.
· Responses to requests for data must be made within 40 working days

In order to comply with the “Eight Principles of the DPA”, the Council must make sure that personal data is:
1. Processed lawfully and fairly. 

2. Processed for specific and specified purpose(s).

3. Adequate, relevant and not excessive.

4. Accurate and kept up to date.

5. Not kept longer than necessary. 

6. Processed in accordance with the Data Subject’s rights.

7. Kept secure. 

8. Not transferred outside the European Economic Area (EEA). 
 Personal Data

Personal data is defined as: “information which either on its own, or used in conjunction with information possessed or likely to be possessed by the organisation, could be used to identify a living individual”.
External agencies (such as a Bank or the Police) may request personal data about employees for a mortgage reference, employee’s address, or assistance with criminal proceedings, and such requests must be dealt with in line with this policy.
Monitoring, surveys and reports

· The Council has a duty to provide information about its employees in response to government and other surveys.
· The Council will also contribute to other regular and ad hoc surveys in order to obtain external information in return.
· Wherever possible, the Council’s computerised HR system will be used to meet all needs for HR information.
· If information required is not held on the Council’s computerised HR system managers may be required to provide information on manual returns.
· The Director of HR is responsible for the management and maintenance of procedures and guidelines for the recording of employment monitoring information on the computerised HR system.
· An individual’s statutory rights under the Data Protection Act (1984) will apply to all employment information kept on the computerised HR system
Diversity information and statistics 

· The job application form used across the Council will be used to collect data on disability, ethnic origin and sex.
· The Council will not permit any report to be produced that shows an employee’s ethnic origin together with their name or in a way that would enable an individual employee to be identified.
· Statistical information only will be produced and this will be made available to Chief Officers and recognised trade unions.
· An annual statistical report produced by the Director of HR will be available to Chief Officers and recognised trade unions.
· Requests for ad hoc reports showing the profile of a particular group of employees must be made by a Chief Officer or recognised trade union to the Director of HR who will decide whether or not they can be provided without the identification of individual employees. 
Disclosure of personal information about individual employees
· Employee records constitute personal data, and are private and confidential. 
· Any information requested by an individual, or external agency about an employee should not be disclosed, unless the employee has requested or consented in writing to the disclosure, or if the request is exempt under the DPA 1998.  The following exemptions under the DPA 1998 may apply:
· where disclosure is required for the prevention and detection of crime;
· where disclosure is required for the apprehension or prosecution of offenders;
· where disclosure is required in connection with the assessment or collection of any tax or duty or imposition of a similar nature;
· where disclosure is required by law or in connection with legal proceedings; 

· where disclosure is required by employees, who are carrying out human resource management and employee administration duties on behalf of the Council.

· Government agencies may also hold statutory powers which enable them to gain details from employers without an employee’s consent for example to detect or prevent crime.  Such requests may come from:

· HM Revenue and Customs

· The Department of Work and Pensions

· The Benefits Agency

· The Child Support Agency

· If it is believed that one of these exemptions applies to a request for information about an individual employee, the request must be referred to the Director of Human Resources (or her/his representative) who, in consultation with the Legal Department, will decide whether or not the information should be released.  
Requests for information about individual employees from outside the Council 

· If a request is received from an external agency for personal data relating to a Council employee, the manager must:

· obtain the employee’s consent in writing prior to disclosure of any personal data. 

· immediately forward to the Director of Human Resources any requests for disclosure relating to an employee’s personal data made under an exemption of the DPA 1998. 

· ask for the request to be made in writing on the inquiring organisation’s headed paper, stating the following:
· why the information is required;
· as appropriate, what legal power the person requesting the information has to do so, or proof of the employee’s consent to the information being provided; and 

· the signature of someone of sufficient authority.
· In exceptional circumstances (such as an emergency) it may not be possible for a request to be made in writing but reasonable precautions must be taken to confirm the identity of the person (see below for further information).  Personal data must not be disclosed to any unidentified or unauthorised person.  Be aware that people requesting information might use deceit (for example, by pretending to be from HM Revenue and Customs) to gain unauthorised access to information.  Disclosures must only be made over the phone in exceptional circumstances, taking into account this guidance and after consultation with the Strategic Director/Strategic Executive Board (SEB) member or relevant appointee.

· A careful decision must also be made as to whether disclosure is necessary, considering the nature of the emergency (is it a matter of life or death?), the nature of the information requested, and the likely impact on the individual of not providing the information.
Telephone request by the police for the release of personal information 

· Disclosure of personal data to the Police for the purposes of “prevention of crime or apprehension of offenders” is permitted under Section 115 of the Crime and Disorder Act 1998, and such disclosure may be exempt under the provisions of the DPA 1998. 

· Requests of this nature by the Police should be made in writing using the Police Request for Disclosure of Personal Data under Section 28(3)/29(3) of the Data Protection 1998, which is available under the Data Protection pages on the Wire.
· Completion of this form by the Police will ensure that the Council has the necessary information to decide whether the information can, and will be released.

· In exceptional circumstances, personal data may be requested by the Police over the telephone to prevent or detect crime, and/or to apprehend or prosecute an offender.  The following steps should be taken to confirm the Police officer’s identity:

· Request the Police officer’s name, division and division telephone number.

· Inform the Police officer that you will check their details and ring back. 

· Following positive confirmation of the Police officer’s identity, the request should be referred to the Director of HR for consideration.

· Upon obtaining the information and making the decision to disclose, check the telephone number and, when ringing back, ask for the Police officer by name.

Manager’s Responsibilities

Maintenance of individual employee information

Managers must:

· Remind employees that they must inform HRD of any changes in personal details (e.g. change of address) so that the Council’s records can be updated;

· Forward to HRD any notification from employees of changes to personal details;

· Forward to HRD any employment documentation on individual employees so that this may be filed on personal dossiers and the computerised HR system can be updated; 
· Make sure that personnel information recorded for individual employees held on the Council’s computerised HR system is accurate, complete and kept up to date;

· Regularly and punctually using the self-service functions of the computerised HR system to update sickness and performance management records;

· Punctually complete and submit paper employee update forms as required;
· comply with any deadlines given for the provision of HR information

Employee’s Responsibilities
· All employees must have regard to the principles of the DPA 1998 in the course of their duties on behalf of the Council.

· Employees must make sure that

· HR information held on them is accurate and up-to-date.
· Details of any changes e.g. change of address are notified immediately to their manager

· Employees who wish to view their personal files (including references) should refer to the “Access to personal files policy”.
Frequently Asked Questions
Q1
What is “personal data” for the purposes of this policy?
A1
Personal data may be defined as: “information which either on its own, or used in conjunction with information possessed or likely to be possessed by the organisation, could be used to identify a living individual”.

Q2
I have received a request by an external organisation for personal information about a council employee.  What should I do?

A2
Before responding to a personal data request the following steps should be considered: 
1)Has the employee concerned given you their written consent for the information to be disclosed?

If you have the employee’s written permission to disclose certain information (which should be specified) to a particular organisation (which should be specified), there should be no problem in disclosing the information.  But make sure that you only disclose the information to which the employee has consented, and that the permission applies to that particular external organisation.  
For example, an employee may consent to their salary information being released to a mortgage company but they may not have consented to all their personal information being disclosed.  Similarly, they may have consented for the information to be given to Building Society A, but not Building Society B.  Often, the request for information will be accompanied by photocopy of a form which the employee has signed and which consents to the information being given.  This is acceptable but, if possible, a phone call to the employee concerned should make sure that the request and consent form are genuine.
2) Is the request in writing/email? 

Ask for the request to be made in writing on company headed paper, stating the following:

· why the information is required

· what legal power the person requesting the information has to do so, and 

· the signature of someone of sufficient authority.
Q3
Is the employee’s consent required for the release of any personal information?

A3
In most cases, yes.  But the disclosure of certain information to certain agencies is exempted from the DPA 1998.  The circumstances are:
· where disclosure is required for the prevention and detection of crime;
· where disclosure is required for the apprehension or prosecution of offenders;
· where disclosure is required in connection with the assessment or collection of any tax or duty or imposition of a similar nature;
· where disclosure is required by law or in connection with legal proceedings; 

· where disclosure is required by employees, who are carrying out human resource management and employee administration duties on behalf of the Council.

The agencies include:

· HM Revenue and Customs

· The Department of Work and Pensions

· The Benefits Agency

· The Child Support Agency
Q4
What’s the first thing I should do when I receive a request for information in the circumstances outlined in Q3?
Requests for disclosure of employee personal data that are made by external agencies under an exemption of the DPA 1998 (for example, by the Police) should be immediately referred to the Director of Human Resources.  The Director of Human Resources will consider the following factors:

· Will it significantly harm any attempt by the Police to prevent crime or catch a suspect if the information is not released?
NB: there is no obligation of general disclosure to the Police. If disclosure is necessary for the prevention or detection of any unlawful act, it may need to be carried out without the consent of the relevant employee, so as not to prejudice those purposes.

· What is the minimum that can be released for the police to be able to do their job?

NB: it is important to note that the exemptions of the DPA 1998 allowing disclosure “for the prevention of crime or apprehension of offenders” do not cover the release of all information to the Police, in all circumstances. 

· What else (if anything) does the Council need to know to be sure that the exemption applies?

Prior to deciding if disclosure should be made, it is important to assess if there are any additional factors that need to be considered under the circumstances such as:

· Why it is necessary for the Council to provide this personal information
· Could the Police or external agency get this information from another source? 

· How will this information assist any attempts to prevent crime or catch a suspect? 

· Does the Council have to release the personal information requested under an exemption of the DPA 1998?

The exemptions in the DPA 1998 do not oblige the Council to disclose, unless otherwise compelled to do so by law. If an exemption applies, following careful consideration of information available, the Council may still take the decision not to release the personal data. Where there are genuine concerns, the Council may ask the external agency or the Police to provide a court order or subpoena requiring the release of the personal data.

Q5
Is there any particular format in which the information is provided (in the circumstances outlined in Q3)?

A5
When responding to requests from external agencies, one of the following forms should be used which are available on the Data Protection pages on the Wire:

· Police Request for Disclosure of Personal Data under Section 28(3)/29(3) of the Data Protection 1998

· Request for Disclosure of Personal Data under Section 28(3)/29(3) of the Data Protection 1998

Q6
How do I deal with a telephone request for the release of information?
A6
In exceptional circumstances (such as an emergency) it may not be possible for a request to be made in writing. However, reasonable precautions must be taken to confirm the identity of the person.  

A careful decision must also be made as to whether disclosure is necessary, considering the nature of the emergency (is it a matter of life or death?), the nature of the information requested, and the likely impact on the individual of not providing the information.

Disclosures should only be made over the phone in exceptional circumstances, taking into account this guidance and after consultation with the Strategic Director/Strategic Executive Board (SEB) member or relevant appointee.

Before giving any information:

· Make sure the person making the request is who they say they are.
Personal data must not be disclosed to any unidentified or unauthorised person and so it is particularly important with telephone inquiries to make sure confidential information is not given to the wrong or inappropriate person.  Be aware that people requesting information might use deceit (for example, by pretending to be from HM Revenue and Customs) to gain unauthorised access to information.  Before giving the information, take the person’s organisation’s switchboard number and use this to phone them back – that way you can be more sure that they are who they say they are. 
The nature of the information requested should give a hint as to whether there is an emergency or not.  A request for an employee’s contact information because their house is on fire is more likely to be a legitimate emergency requiring a telephone request, than a request for salary information.  If it is not an emergency, ask for the request to put in writing. Check that the request has been made on company headed paper and includes sufficient details to confirm the identity of the person, including the signature of someone of sufficient authority.  
· Is the person asking for this information in order to prevent or detect crime, and/or to apprehend or prosecute an offender? (This may fall under one of the exemptions of the DPA 1998).
The following steps should be taken to confirm the Police officer’s identity:
· Request the Police officer’s name, division and division telephone number.

· Inform the Police officer that you will check their details and ring back. 

· Following positive confirmation of the Police officer’s identity, the request should be referred to the Director of HR for consideration.

Upon obtaining the information and making the decision to disclose, check the telephone number and when ringing back, ask for the Police officer by name.

Q7
Does the Council have to release the personal information requested?

A7
Personal data relating to an employee should only be disclosed with the employee’s written consent and, where it has been established that the enquirer is entitled to that information, unless the request is exempt from the provisions of the DPA 1998.
Where an exemption does not apply, if the relevant employee refuses consent for disclosure of the personal data, a reply should be sent advising that the Council is unable to help with the query Response to Disclosure Request (available from the Data Protection team).

Where there are genuine concerns, the Council may ask the external agency or the Police additional details before deciding whether or not to release the personal data.

Alternatively, a court order or subpoena could be requested.

A record of all correspondence and decisions made in response to the request should be kept on the employee’s personal file (Record of Decision to Withhold or Disclose Data form available from the Data Protection Team). 

Disclosure of personal data to the Police for the purposes of “prevention of crime or apprehension of offenders” is permitted under Section 115 of the Crime and Disorder Act 1998, and such disclosure may be exempt under the provisions of the DPA 1998. Requests of this nature by the Police should be made in writing using the Police Request for Disclosure of Personal Data under Section 28(3)/29(3) of the Data Protection 1998, which is available under the Data Protection pages on the Wire.  It may be necessary to provide the Police officer with a copy of this form.  Completion of this form by the Police will ensure that the Council has the necessary information to decide whether the information may and should be released.

You may need to check that any legal assertion is valid and that the law is not being misrepresented. If in doubt, contact the Corporate Data Protection Team on Ext.3332 or 8578 in the first instance.

Q8
Are Council Members entitled to receive confidential information about individual employees?

Q8
Under the DPA 1998, there is no blanket exemption for the disclosure of personal data to elected Members. Local authorities can disclose personal data to an elected member for the purpose of carrying out their official duties.

Elected members of the Council are likely to have three different roles:

a) representation of local residents of their ward e.g. dealing with complaints;

b) as a Member of Council Committees;

c) representation of a political party.

It is unlikely that personal information on an employee may be provided for the purposes of duties a) and c). Circumstances warranting disclosure in connection b) would be very limited e.g. if the member sits on the Staffing Appeals Committee in which event the Council may provide the elected Member with all the relevant information about the employee and the circumstances giving rise to their appearance before the committee. However, the Council would not be justified in providing the elected member with general access to the HR Information System (Oracle).

All requests for disclosure made by elected Members should be assessed on a case-by-case basis, seeking advice from the Corporate Data Protection Team on Ext3332/8578, as necessary.
Confidentiality of HR Information





How to use this document:





Press Ctrl + left click on the Hyperlink in order to follow link.


Press Ctrl + Home on the keyboard to come back to the front page.





Inform the inquirer in writing that their request has been rejected.





OVERVIEW OF THE PROCESS – written requests
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Contact employee and seek or confirm their written consent  to the information being disclosed 
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START: You receive a written request for personal information about an employee.





Is the request made under a DPA 1998 exemption?
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Is it a police officer who is making the request? 








Ask the enquirer to complete the � HYPERLINK "http://wire/i_wire/Data%20Protection%20and%20FOI/Data%20Protection/Template%20Forms/External%20Agency%20Request%20Form%20DPA%20Section%2028(3).doc" ��Request for Disclosure of Personal Data� Form 








N





Has the employee given their consent?





Ask the Police to complete the � HYPERLINK "http://wire/i_wire/Data%20Protection%20and%20FOI/Data%20Protection/Template%20Forms/Police%20Request%20Form%20DPA%20Section%2028(3).doc" ��Police Request for Disclosure of Personal Data Form�





Refer Request Form to the Director of HRR





N





Does the D of HR agree the request?





Provide information.


END





Ask the inquirer for their contact details so that they may be callled back with a reply.  Refer to DofHR  and SEB member for consideration.





Provide information.


END





N





Does the DofHR and SEB Member agree to the release of the information by phone?   
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N
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Does the inquirer agree to you asking the employee to return the call? 





Ask the inquirer for their contact details so that the employee can return their call.  Contact employee to inform them if this inquiry.





Are you satisfied that the information is required as an emergency and a written request would be inappropriate in the circumstances?





START: You receive a phone request for personal information about an employee 





Ask the inquirer to make their request in writing (see previous chart). 





N





OVERVIEW OF THE PROCESS – telephone requests
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